
 
International Journal of Advanced Academic Research | ISSN: 2488-9849 

Vol. 7, Issue 9 (September, 2021) | www.ijaar.org 

 

33 

 

APPLICATION OF NEURAL NETWORK TECHNOLOGY 

FOR INTRUDER IDENTIFICATION THROUGH FACIAL 

PROCESSING AND RECOGNITION STRATEGIES 

 
Ameh E.E., Adekunle A., Ibhadode Osagie and Ogiator Raymond 

Nigerian Building and Road Research Institute (NBRRI), (Federal Ministry of Science and 

technology, Abuja, Nigeria) 

 

 
*
Corresponding Author Email: casio2022002@gmail.com 

 

ABSTRACT 

Facial recognition has been one of the most challenging research areas in field of image 

processing and pattern recognition in this recent period. It contributes immensely to the 

advancement of an automation process and improves the interface between man and machine 

in numerous applications. This study focused on the following objectives: recognizing faces 

through the use of neural network, and identification of intruders using neural network in a 

MATLAB work space and learning representations of the input that captures the noticeable 

features of the input distributions, algorithms, which can indirectly learn the distribution 

function of the observed data. The implementation of this research study resulted into the 

recognition of human faces in binary form, that is, in zeros (0s) and ones (1s), the zeros 

formed the image (face) and the ones, formed the background of the image (face), and also 

the appropriate performance curve for each image was obtained. With these findings, a 

reliable system that can recognize faces, detect complex trends, classify human faces through 

the use of neural network was accomplished.  
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1.0 INTRODUCTION 

 

A neural network is a group of highly interconnected simple processing elements, designed to 

imitate the human brain [1]. Neural network consists of an interrelated group of artificial 

neurons, and it processes information using connectivity approach to computation. Instead of 

having program guiding the information processing in a way that a coventional computer 

does, a neural network processes information based on the connection of its processing 

elements [1]. The neural networks are progressively employed in computing immitation just 

as found in the nervous systems of vertebrates. The main distinguishing feature of a 

biological neural network is that each neuron, or nerve cell, receives signals from many other 

neurons through its diverging dendrites [1]. The neuron produces an output signal that is 

dependent on the input signal values and extends the output to many other neurons along a 

diverging fiber called an axon. In a non-natural neural network, input signals such as signals 

from a television camera‟s image, fall on a layer of input nodes. Each of these nodes is linked 

to several other “hidden‟ nodes between the input and output nodes of the network. Each 

hidden node performs a computation on the signals reaching it and sends a corresponding 

output signal to other nodes. The final output is a highly processed version of the input. 

Neural network is a subject thought by some to be a branch of artificial intelligence (AI). 

Although neural network research dates back about sixty years, it is generally considered a 

newer problem solving technique than AI [1].  

The structure is highly analogous, resulting in the ability to self organize to represent 

information and rapidly solve problems in real time. However, even with today‟s high-speed 

computers, artificial neural networks are limited by the fact that they can only replicate a 

small fraction of the brain‟s total structure. Early work in neural network was researched 

primarily by neuroscientists and psychologists, whose interests were in learning more about 

the brain [2]. Not long after mathematicians, physicists and computer scientists joined in, 

engineers were attracted to the subject by identifying its potential for solving problems for 

which other methods, such as old-fashioned computer programming, may not have been 

practicable or economical. Neural networks tend to do well at recognizing patterns within 

seemingly random data, as opposed to applications involving rules of logic. As a result, they 

have been applied to areas of business such as evaluation of loan applications and stock 

market pattern prediction, and to other areas such as handwriting and speech recognition and 

the detection of signals in a noisy environment [2]. 

An artificial neural network (ANN) is an information processing model that is inspired by the 

way biological nervous systems, such as the brain, process information. The key element of 

this model is the novel structure of the information processing system. It is made up of a large 

number of highly interrelated processing elements (neurons) working in agreement to solve 

specific problems. An ANN is configured for a definite application, such as pattern 

recognition or data classification, through a learning process.  

As stated above, artificial neural networks immitate the human brain. The human brain is a 

complex network of millions of neurons that send information back and forth to each other 

through connections. The result is an intelligent system capable of learning, analysing, 

predicting, and recognizing. One of the most important characteristic of neural networks is 

that, they are able to produce precise responses when presented with partially incorrect or 

inadequate data [2]. 
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To implement huge and operative neural networks (NN) software, much processing and 

storage resources need to be employed. While the brain has hardware tailored to the task of 

processing signals through a graph of neurons, simulating even a most simplified form on 

technology may compel a NN designer to fill many millions of database rows for its 

connections, which can lead to excessive memory and hard drive necessities [2]. Moreover, 

the designer of neural network Systems will often need to simulate the transmission of signals 

through many of these connections and their associated neurons, which must often be 

matched with incredible amounts of computer processing power and time. While neural 

networks often yield effective programs, they too often do so at the cost of time and money 

efficiency [3].  

The aim of this research study is to provide an application of neural network technology for 

theft identification through face recognition and processing while specific objectives are: To 

design a facial recognition network by employing neural network technology, To apply 

neural network technology  to detect faces and trends too complex for both humans and other 

computer methods, and to fully demonstrate how faces can be recognised using neural 

network in a MATLAB work space for the purpose of theft identification . 

2. 1. FACIAL RECOGNITION 

A face recognition system is a computer vision and it automatically identifies a human face 

from database images [3]. The face recognition problem is challenging as it needs to account 

for all possible appearance variation caused by change in illumination, facial features, 

obstructions, etc. In this study, we will be using Multilayer-Perceptron (MLP) with Back 

Propagation Neural Algorithm (BNA) approach in order to achieve a reliable system with 

ability to categorize with high accuracy. 

 

2. 2. DESIGN REQUIREMENT   

 

Face recognition has the benefit of being a passive, non-intrusive system for verifying 

personal identity. A recognition system has to be indifferent to external changes, like 

environmental light, and the person‟s position and distance from the camera, and internal 

deformations, such as facial expression, aging, and makeup [3]. Five main steps highlight the 

process flow of face recognition; Sample Capturing, Noise Removal, Binarization, 

Normalization, Classification and Recognition. 

Image capturing: In Image acquisition, the recognition system obtains snapped picture as an 

input image.  This image is acquired through digital camera with specific format such as Joint 

Photographic Experts Group (JPEG). The series of pictures will incorporate slightly different 

angles and facial expressions, to allow for more accurate searches [3]. After  acquiring  the  

image,  it  will  be processed  through  sequence  of  preprocessing  steps  Noise Removal: 

Reduction of noise does not come to play during online activities. In offline mode, the noise 

may arise from snapping methode or from the optical device that captures the image. 

Binarization: This process  converts  a  gray  scale image obtained by the device  into  a  

binary  image  using a universal  threshhold  method.  

Normalization, Scaling and Translation: Snap shot produces variability in size of images. 

This leads to the need of scaling the picture size within the image to a standard size, as this 

may lead to better recognition accuracy [4]. The size of the picture is normalized and 

translated into the required position 

http://en.wikipedia.org/wiki/Graph_(mathematics)
http://en.wikipedia.org/wiki/Database
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Classification and Recognition: Neural network is a network of non-linear system that may 

be characterized according to a particular network topology. Where this topology  is  

determined  by  the  characteristics  of  the neurons  and  the  learning  methodology.  The  

most popular  architecture  of  Neural  Networks  used  in face recognition  takes  a  network  

with  three layers.  These are:  Input layer, hidden layer and output layer.  The  number  of  

nodes  in  the  input  layer  differs according  to  the  feature  vector‟s  dimensionality  of  the 

segment image size [4]. 

 

2. 3. Selection of Parameters  

 

For the efficient operation of the back propagation network it is necessary for the appropriate 

selection of the parameters used for training.  

Initial Weights: This initial weight will influence whether the net reaches a global or local 

minima of the error and if so how rapidly it converges. To get the best result the initial 

weights are set to random numbers between -1 and 1. 

Training a Net: The motivation for applying back propagation net is to achieve a balance 

between memorization and generalization; it is not necessarily advantageous to continue 

training until the error reaches a minimum value. The weight adjustments are based on the 

training patterns. As long as error the for validation decreases training continues. Whenever 

the error begins to increase, the net is starting to memorize the training patterns. At this point 

training is terminated [4]. 

Number of Hidden Units: If the activation function vary with the function, then it can be 

seen that an n-input, m-output function requires at most 2n+1 hidden unit. If more number of 

hidden layers is present, then the calculations are repeated for each additional hidden layer 

present. 

Learning Rate: In BPN, the weight change is in a direction that shows a combination of 

current gradient and the previous gradient. A small learning rate is used to avoid major 

disruption of the direction of learning when very unusual pair of training patterns is presented 

[4], [5]. 

2.4. MATERIALS AND METHODS  

 

During the course of this project, installed MATLAB software serves as a major Material in 

addition to other materials like Camera, universal serial bus (USB) cord, wireless Bluetooth 

are minor. MATLAB (Matrix Laboratory) is a programming language and a development 

environment for matrix-based computation. It integrates an editor, an interpreter, and 

numerous visualization tools in a single, powerful application. MATLAB can be extended 

with toolboxes, which implement various algorithms commonly used in science and 

engineering. Of particular interest to us here is the Neural Network Toolbox, which 

constitutes one of the most comprehensive neural network packages currently available. 

While it is quite easy to create and run neural networks with this toolbox, some basic 

knowledge of MATLAB is essential. Figure 2.1 shows MATLAB environment. 
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Figure 2.1 MATLAB Environment showing the most Significant Features. 

MATLAB is perfect for speeding up development process which allows its user to work 

faster and concentrate on the results rather than on the design of the programming. MATLAB 

is an interactive system which allows one to solve many technical computing problems, 

especially those problems involved with vector and matrix formulations. This application 

would save user‟s time that takes to write a program if compared with non-interactive 

language such as FORTRAN. In this project, we employed the Artificial Neural Network 

Toolbox.
 
The network function is widely determined by the connections between these 

elements. Neural networks can be trained to perform a particular function by adjusting the 

values of the connections (weight) between these elements. Let the training set of images be 

1 2 3, ,   . The average face of the set is defined by: 

1

1
.........................(1)

M

nnM



   

Each face differs from the average by vector 

..............(2)i   

 

The co- variance matrix is formed by 

 

1

1
*
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n nn

C
M 

   = ..................(3)TA A  

Where the matrix A = [1, 2,..............m] 

This set of large vectors is then subject to principal component analysis, which seeks a set of 

M orthonormal vectors  U1 ....UM. To obtain a weight vector Ω of contributions of individual 

eigen-faces to a facial image .  
 

( ).........................(4)T
K KU    

For k=1,.., M', where M' ≤ M is the number of eigen-faces used for the recognition. The 

weights form vector W = [1,2,..........M] that describes the contribution of each Eigen-

face in representing the face image , treating the eigen-faces as a basis set for face images. 

The simplest method for determining which face provides the best description of an unknown 

input facial image is to find the image k that minimizes the Euclidean distance 
2/ / ( ) / / ........................(5)K K    
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Where Ω is a weight vector describing the k
th

 face from the training set. A face is classified 

as belonging to person k when the „ is below some chosen threshold  otherwise, the face 

is classified as unknown.  

The algorithm functions by projecting face images onto a feature space that spans the 

significant variations among known face images. The projection operation characterizes an 

individual face by a weighted sum of eigen faces features, so to recognize a particular face, it 

is necessary only to compare these weights to those of known individuals. The input image is 

matched to the subject from the training set whose feature vector is the closest within 

acceptable thresholds. 

2.5. Back Propagation Neural Networks Algorithm 

A typical back propagation network with Multi-layer, feed-forward supervised learning is as 

shown in the Figure 2.2. Here learning process in Back propagation requires pairs of input 

and target vectors. The output vector o is compared with target vector. In case of difference 

of o and t vectors, the weights are adjusted to minimize the difference. Initially random 

weights and thresholds are assigned to the network. These weights are updated every iteration 

in order to minimize the mean square error between the output vector and the target vector. 
 

 

Figure 2.2 Basic Block of Back Propagation Neural Network 

Input for hidden layer is given by: 

1

* ...........................(6)
M

m z mz
n

net x 


  

The units of output vector of hidden layer after passing through the activation function are 

given by: 
 

1
......................(7)

1 m
m net

h





 

In same manner, input for output layer is given by 

 

1

* .......................(8)
M

k z kz
z

net h 


  

and the units of output vector of output layer are given by 
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iandti represents the real output and target output at neuron i in the output layer 

respectively. If the error is minimum than a predefined limit, training process will stop; 

otherwise weights need to be updated. For weights between hidden layer and output layer, the 

change in weights is given by  
 

.......................(10)ij i jh  

Where is a training rate coefficient that is restricted to the range [0.01,1.0], hajj is the output 

of neuron j in the hidden layer, and i can be obtained by 
 

( )(1 )...........................(11)i i i it O O     

Similarly, the change of the weights between hidden layer and output layer, is given by 

 

....................(12)ij i i jH x    

Where is a training rate coefficient that is restricted to the range [0.01,1.0], xj is the output 

of neuron j in the input layer, and Hi can be obtained by 
 

1

(1 ) * ........................(13)
k

i i i j ij
j

H x x  


    

xi is the output at neuron i in the input layer, and summation term represents the weighted 

sum of all i values corresponding to neurons in output layer obtained in Equation (14). After 

calculating the weight change in all layers, the weights can simply updated by 

( ) ( ) .........................(14)ij ij ijnew old     

This process is repeated, until the error reaches a minimum value. 
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3.1. RESULTS AND ANALYSIS 
 

 

Figure 3.2. Performance of Face_Recog Network against mean absolute error for 70 Epochs 

 

Figure 3.2 shows that at epoch equal to zero (0), the network training is at its minimal 

performance because the Mean Absolute error (mae) is at maximum but when the epoch is 

been increased, the Mean Absolute Error (mae) decreases therefore the network is at its best 

performance. When the training is been inferred on the rest three images, their performance 

curve is as shown in figures 3.2, 3.3 and 3.4 respectively. 
 

 

Figure 3.3. Performance of Face_Recog Network against mean absolute error for 100 Epochs 
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Figure 3.4. Performance of Face_Recog Network against mean absolute error for 95 Epochs 

 

 

 

    

 

 

 

 

Figure 3.5. Performance of Face_Recog Network against mean absolute error for 100 Epochs 
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4.0 CONCLUSION 

It was deduced that when training was inferred on images with more noises, the network 

attains its best performance in training at longer epoch with greater mean absolute error 

(mae), while when training was inferred on images with less noises, the network attains its 

best performance in training at shorter epoch with lesser mean absolute error (mae). The 

implementation of the project “An application of neural network to facial pattern recognition” 

implies that the neural network can be applied to any “pattern recognition”, be it character 

(alphabet), fingerprint and speech. 
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